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1. Connection to the server without any SSH tunnel: (direct connections are not recommended for
e-RemoteCtrl, as authentication, opening of remote terminals, etc. are not possible here)
For direct connections, it is necessary to disable all SSH configurations. This activates only the

Figure 1.9: Schematic diagram to illustrate a direct connection between a client and server.

Figure 1.10: An example for a configuration of the "SSH" and the "RPC-Server" tab for a communication
without any SSH.

settings in the "RPC-Server" tab. There the real TP address of the e-RemoteCtrl server and the real
port must be defined.

2. Connection to the server with a SSH tunnel to access the NASA Field System PC : This is the
standard way for the most telescopes. It can be used, if the NASA Field System PC is directly
accessible without a firewall, or if a firewall automatically forwards an external port without any
intermediate components to the NASA Field System PC .

For a SSH connection to the NASA Field System PC it is necessary to enable the "System Access
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Figure 1.11: Schematic diagram to illustrate a connection between a client and server, using a SSH tunnel
to access the NASA Field System PC .

=) Configire
RPC-Clients RPC-Server | SSH | Hot-Key Table | Appearance
System Access Settings

Enable

Name RTW(intern)

Port 22 -

User Name

Port Binding  50225:127.0.0.1:60225
automatic

Additional Cmd

IP A
ddress 110.205.23.100
Open Timeou 50 |[s]
DSA File
Pass Phras @
Passwor )
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- Configure

RPC-Clients | RPC-Server | SSH t-Key Table Appearance
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econtrol | 127.0.0.1 50225

Figure 1.12: An example for a configuration of the "SSH" and the "RPC-Server" tab for a communication
with a SSH-tunnel to the NASA Field System PC.

Settings". It is necessary to define a name for the connection, the port to the SSH server (standard
is port "22"), an user name and a password for the computer with the SSH server, the TP address
of the SSH server and the port binding. The port binding defines the forwarding of local ports (in
fig. 1.12 port "50225") to the remote machine, which can be the computer with the SSH server
(as in fig. 1.12 with address "127.0.0.1") or another computer in the same network ("Off-host
forwarding"). Added to those IP address is the remote port, to which the local port is forwarded
(in fig. 1.12 port "60225"). If necessary a key file with or without a pass phrase can be used and
additional arguments for the SSH client can be defined.

For connections with a SSH tunnel it is necessary to change the "RPC-Server" tab, as the client
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must now connect to the local port (in fig. 1.12 port "50225") at address "127.0.0.1", which is
automatically forwarded with the defined SSH tunnel.

3. Connection to the server with SSH tunnels to pass a firewall of an observatory and to access
the NASA Field System PC :

Ports
SSH-Client
program

—
SSH-Client

i

Ports...; s mm mmm - Ports
T 1

w! awor

Ports

I
p3 SSH-Tunnel | 22
{- J

32145]

60104

€ SSH-Tunnel > [
SSH-Tunnel

W

SSH-Serve!
program

—— Trewall wettzellde 0112
50225 RPC-Serve:
Port forwarded to =
RPC-Client
T 62134
L

110.205.23.100

Figure 1.13: Schematic diagram to illustrate a connection between a client and server, using a first SSH
tunnel to access an observatory firewall and a second SSH tunnel to access the NASA Field System PC .
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Port 22000 - Port 22222 -
User Name f ,—'U!é'r-hra.m-e-""'-.. =)

’—’v 'I-.,._‘. v
Port Binding 22227%110.205.23.100-2 Port Binding  50225:127.0.0.1:60225
(8 automatic ':\ automatic

~

Additional Cmd X-2 \Mattonal Cmdj 2
Station IP firewall.wettzell.de IP Ada"'ss ‘327,0,0,1
Open Timeout 30[s] Open Timeo T T e 50 ts)
DSAfile /home/rtwadm/Software/RT| ... DSAFile
Pass Phrase w7 | Pass Phra @
Password @ Passwor )
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Connection quality settings
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Figure 1.14: An example for a configuration of the "SSH" and the "RPC-Server" tab for a communication
with a first SSH-tunnel to a firewall and a second, internal tunnel to the NASA Field System PC.

For a SSH connection to the NASA Field System

PC via a second SSH connection, passing a firewall,

it is necessary to enable both, the "System Access Settings" and the "Station Network Access Settings".
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The "Station Network Acess Settings" creates a connection to a firewall of an observatory, which is for-
warded to the SSH port of the NASA Field System PC . The "Station Network Acess Settings" defines
the main tunnel through the firewall and requires to define a name for the connection, the port to the
SSH server on the firewall (usually different from the standard port, e.g. here "22000"), a user name and
password for the firewall (maybe in combination with the usage of a key file and a possible pass phrase),
the IP address of the firewall and the port binding for the firewall. The port binding of the "Station
Network Access Settings" defines the forwarding of local SSH ports (in fig. 1.14 port "22222") to the
SSH server port on the NASA Field System PC (here at port "22" on the machine "110.205.23.100"). If
this first tunnel to the firewall is established, another SSH client can connect to the new, local port and
will be automatically forwarded to the port of the SSH server on the NASA Field System PC .

This forwarded SSH connection is then used for a second SSH tunnel, which forwards the real com-
munication between client and server to the port of the e-RemoteCtrl server on the NASA Field System
PC . This is defined in the "System Access Settings". The configuration of this is quite similar to the
previously described setup with only one SSH connection. The only main differences are, that the port
of the SSH server must now be the newly generated, forwarded, local port of the SSH tunnel through the
firewall (in fig. 1.14 port "22222") and that the IP address of the used SSH server is now the local host
"127.0.0.1", as it should use the newly generated and forwarded port on the local machine to connect to
the SSH server.

With these two possibilities it should be possible to solve most of the combinations for an access to
a system behind observatory firewalls.

Fourth tab: the configuration of hot keys

The fourth tab of the configuration display offers the possibility to define own hot-keys (see fig. 1.15),

which start commands or programs on the remote NASA Field System PC . Each hot-key is a combination

of the "CONTROL" key plus the "SHIFT" key plus a dedicated key letter ("CONTROL"+"SHIFT"+<key_letter>,
e.g. "CONTROL+SHIFT+p").

=] Configure
RPC-Clients | RPC-Server | SSH | Hot-Key Table | Appearance

Command Hot Key 1 Reload
Jusr2ffs/binfmonpcal CONTROL + SHIFT + V D Edit
fusr/bin/xterm -e fusr2/fs/binfpfmed CONTROL + SHIFT + p I:‘ Save
Jusrfbin/xterm control + shift + x D Append
fusrz/prog/eremotectri/bin/ercd fusr2/progferemotectr/conf/feremotectr.conf control+shift+e D
Jusrfbin/nedit control+shift+n D Joigic

Figure 1.15: The configuration tab to define hot keys for the key combinations "CON-
TROL"+"SHIFT"+<key_letter>.

Each hot-key is in an own line, where the first column defines the command (e.g. "/usr/bin/xterm
-e /usr2/fs/bin/pfmed" to open the Field System editor "pfmed", see fig. 1.15), which should
be executed on the remote NASA Field System PC . If command line programs are started, the us-
age of a terminal window (e.g. "xterm") is required. The second column defines the hot-key with
"CONTROL"+"SHIFT"+<key_ letter> (e.g. "CONTROL+SHIFT+p" as shortcut for the Field System
editor "pfmed", see fig. 1.15). The third column!® offers a possibility to mark single lines, which are

10Tf long commands are used, it is necessary to scroll horizontally.
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then changed, when the "Save" button is pushed, or deleted, when the "Delete" button is pushed.

After a hot-key is defined, the configuration is saved and the connection to the server on the NASA
Field System PC is re-established again, holding the defined hot keys simultaneously starts the defined
command on the remote machine.

The hot-keys use separate SSH connections, to start the remote programs. These connections are
also controlled by the GUI , and will also be closed after quiting the GUT or if a timeout requires to
re-establish the SSH connections. The status of these SSH connections can be controlled with the SSH
status log window (see section 1.5.7 on page 29).

Fifth tab: the configuration of the appearance of the GUI

This tab enables the configuration of the appearance of the complete GUT (see fig. 1.16). This currently
means the background color and the headline output.

=) Configure
RPC-Clients | RPC-Server SSH Hot-KeyTable | Appearance

Color Settings

Background Colour q

Show systemname (&

Choose a color

Ton: 92 = Rot: 227 .
Sattigung: |8 - Grin: 237 -
Wert: 93 Blau: 218 -

Farbname: |#E3EDDA

Palette:

lH EEEE =
2 HHENR ]

Abbrechen | OK |

Figure 1.16: The configuration tab to change the appearances of the GUI.

The first configuration parameter is the background color of the GUI . Different background colors
are quite useful, if different telescopes should be controlled from one operator room. Different colors for
each telescopes separate them optically and simplify the identification. A click on the button with the
currently used color opens a further dialog (see fig. 1.16), in which a predefined color can be selected
from a palette or a completely individual color can be mixed using a "color wheel". After the selection
of a new color, a push on the "OK" button adopts the new color. The selection then becomes activated
after saving of the new configuration.

The next parameter of this tab allows to show the system/telescope name in the headline of each re-
mote control tab. The name is taken from the "Status Monitor" of the e-RemoteCtrl GUI , which shows
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the system name from the NASA Field System PC . Enabling the "Show system name" parameter, acti-
vates the output, after saving of the changed configuration.

1.5 Work with the graphical user interface (client)

This section describes the features of the GUI of e-RemoteCtrl. Start the GUI client as described in
section 1.3 on page 6.

1.5.1 The stations tab

The startup screen shows the tab with the stations overview (always on the most left side of the tabs,
see fig. 1.17), where a table with the most important information about all controlled stations is printed.
In the current version of e-RemoteCtrl it is just a design demo without a functionality. Therefore it is
currently not relevant for the control operations!

e-Remotectrl

File View Settings Help

Stations [Jrtwextern

=1 Overview

Ftwextern ~ Schedule/Source Next Last Errors
State

e

Figure 1.17: The tab with the overview about all controlled stations (currently not functional).

1.5.2 Login

If a SSH tunnel is defined with user name and password, those access data are also used to encrypt the
sensible data (e.g. user data) in the configuration file. After starting of the e-RemoteCtrl GUI with such
an encrypted configuration file, an user name and a password must be entered, if a remote control tab
is selected (see fig. 1.18). Newer versions of e-RemoteCtrl obligatory require encrypted configuration
files, to handle the authentication and authorization of user roles.

After the entering of an user name and a password, a push on the "OK" button checks the entered
user credentials. If a valid user name and password was entered, the operator gets access to the remote
control tab of the telescope. If wrong data are entered, an error dialog pops up, to inform the operator
about the wrong user information (see fig. 1.19).
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e-RemotecCtrl

File View Settings Help

Stations  [Jrtwextern
| i

User name: neidhardt| Password: ~] OK

Figure 1.18: The login screen of the e-RemoteCtrl GUI, which requests a user namen and password for
encrypted configuration files.

@ ERROR

e Wrong password provided, access denied.

J oK |

Figure 1.19: The dialog with the note, that the entered user account data are wrong.

1.5.3 The e-RemoteCtrl tab for one individual station

After the operator has entered a valid user account information, the tab opens, which shows the individual
e-RemoteCtrl windows for one individual, activated, but not yet connected station. (see tab "rtwextern"
in fig. 1.20). Each controlled station is represented with such an individual control tab with all the
control elements, to run remote operations. The tab names are those names, defined in the SSH config-
uration of the "System Access Settings" for the individual control connection. Ahead of the tab name is
a small rectangle. The border symbolizes the error status of the connection (red is not connected, green
is successfully connected). The filling color of the rectangle is the same color as the background of the
individual control tab. This can be defined in the "Appearance" configuration (see section 1.4.3 on page
24).

The main part of the control window consists of three areas:

e The headline area, where the station name and the currently operated schedule is shown, if it is
activated in the "Appearance” tab of the configuration and if the client is successfully connected
to the server on the NASA Field System PC .

e The left control area with the main control and monitor elements.

o The right control area with the control and monitor elements of the peripheral devices.

The seperator between the left and the right control area can be dragged from left to right, to point
the main focus onto one of both sides (ideal on small laptop displays).
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e-RemotecCtrl
File View Settings Help
Stations | [Jrtwextern

[ Userstatus [ M5Capacity
atus Monitor [ SysMon

<) Logging and Operator Input [ Chat
51 Antenna control unit 5] Configure

Figure 1.20: The control tab for one individual station, without an open connection.

1.5.4 Switch to another telescope station by changing the configuration

After a successful login it is directly possible to change between different remotely controlled telescopes
or user accounts on-the-fly. This can be done by loading another configuration file via the configuration
display. As shown in fig. 1.21, by pushing the file selection button on the lower right edge of the configu-
ration display, a file selection dialog opens. There the folder of the new configuration file can be selected
with the explorer menu on the left. After selecting the new configuration file, an user authentication is
requested by an additional authentication dialog box. If the user name and password is entered correctly,
the new file opens and can be used for a connection.

e-RemotecCtrl

File View Settings Help

Stations | []rtwextern

4 User status
&) Status Monitor.

) Logging and Operator Input
) Antenna control unit

) M5Capacity
1) SysMon
1) Chat

RPC-C] RPCServer  SSH HotKeyTable Appearance

p— g — mu[g;nm-auz 1 Reload

UDP Retry. Used
Ims] | sVius] | Timeout(s)[us] | RPC-Server

—|

@ Please enter your usern ‘

Usemame
]
Files (.conf) ~
Offnen

Figure 1.21: The procedure to change to another telescope control by changing the configuration.

neidhardt

|esesssee




CHAPTER 1: USER MANUAL

This mechanism must currently also be used if the user must be changed for one connection. It means
that each user must have its own configuration file for one individual connection to a telescope.

1.5.5 Adding additional control tabs for a parallel remote control of different telescopes

The client GUT can also be used to control several telescopes parallel. Therefore it is necessary to open
the menu "File" of the main menu bar and then the sub-menu button "Add Telescope". It opens a
file selection dialog, where the folder of an additional configuration file can be selected with the explorer
menu on the left. After selecting the new configuration file an additional tab is created for the new, par-
allel controlled telescope. By clicking on this new folder, it opens the already described login window
(see section 1.5.2 on page 25). Fig. 1.22 demonstrates the procedure to add an additional telescope for
the parallel control of them.

e-RemoteCtrl

ew Settings Help

Remove Telescope

< User status 4 MsCapacity
+ Status Monitor % SysMon

5 Logging and Operator Input ) Chat

+) Antenna control unit =) Configure

config-RTWextern-neidharde

e-RemotecCtrl

File View Settings Help
Stations | []Yarragadee [JKathrine | [JHobart | []rtwexterp

User name: Password:

Files (*.conf} ~

Abbrechen | Offnen

Figure 1.22: The procedure to add an additional telescope tab to control several telescopes in parallel.

After login, the new tab can be managed as described for the previous one.

1.5.6 Closing the control tab for one individual remote controls

A control tab for one individual telescope can also be closed again. Therefore it is necessary to open the
menu "File" of the main menu bar and then the sub-menu button "Remove Telescope", while the
control tab is selected, which should be closed.

o

e-RemotecCtrl

File View Settings Help

Quit
Add Telescope

RemoveTelescope |

User status

Status Monitor

Logging and Operator Input
Antenna control unit

Figure 1.23: The procedure to remove a telescope tab.
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1.5.7 Open a connection

After the login, no connection is opened. The operator must actively select one of the control displays
(one of the "+" marked sub-controls). Fig. 1.24 illustrates this. Here the operator has clicked on the
. This opens the SSH connection-dialog (2), which shows the status of the

connection establishment for the different SSH connections, defined in the configuration file.

Stations []rtwextern

3] User status
=) Status Monitor

The current connection state is always shown in the status-bar (at the right side, bottom). All possible

(3] Logging and Operator Input

5] M5Capacity
5 SysMon

5 Chat

) Configure

2 SSHConnectDlg

SSH-Site-Access

] 07[s]

start loop for tag checking.

Figure 1.24: Open a connection.

states are listed in table 1.35.

No connection: The client is currently not connected to a telescope and does
not try to establish a connection.

Connection setup and initial communication with server: The client tries
to establish the data connection to the server.

Data connection successfully established and client communicates:
The data connection is established successfully and data can be requested
by the client from the server.

Server not reachable: The server is not accessible by the client, e.g.
because of wrong configuration parameters (e.g. port numbers or IP
addresses), network failures, routing problems, and so on.

Version mismatch: The version numbers (idI2rpc-generator version
and/or IDL file version) of the client and server are different.

SSH and data connection successfully established and client
communicates: After a successful connection via SSH an additional key
symbol is shown to the previous status symbols (here after a successful data
connection).

I

SSH connection successfully established, but server is not

reachable: After a successful connection via SSH an additional key symbol
is shown to the previous status symbols (here after a not successful data
connection).

Table 1.35: Indicators for the connection status
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The status of the SSH connections (e.g. for a tunneled data communication or a sent remote shell
command) can also be requested via the SSH status display. It can be opened with the small arrow on
the right corner of the e-RemoteCtrl window (see fig. 1.25). It opens a list with all opened SSH connec-
tions to the server, which are assigned to the communication to the telescope of the current control tab.
The operator can then select one of the connections with a double-click by the mouse. This opens the
communication output from the SSH client. This status can be used to identify communication problems.

Process Information

neidhardt@127.0.0.1's password: **#**wx

Linux rtw1 2.6.26-2-686 #1 SMP Mon May 11 19:00:59 UTC 2009 i686

The programs included with the Debian GNU/Linux system are free

software;
Type PID Name the exact distribution terms for each program are described in the
SSHSiteAccess k 10303 /home/rtwadm/Software/svn/vibi/trunk individual files in /usr/share/doc/*/copyright.
SSHSystemAcce: 10 /home/rtwadm/Software/svn/vibi/trunk

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to
the extent

permitted by applicable law.

Last login: Thu May 9 22:42:08 2013 from 141.74.4.18

[(3]o;neidhardt@rtw1: ~EZneidhardt@rtw1:~$

Figure 1.25: The SSH status display.

The following sections will now explain the individual control tabs in detail.

1.5.8 The "User status'' display

The "user status" display shows all users, currently logged in to the telescope system. It shows two
columns, where the first is for the user names and the second is for the assigned dynamic roles (see fig.
1.26).

[=] Userstatus

User name Role
ttwoper operator
neidhardt superuser

Figure 1.26: The "User status" display.

The users and roles are defined by the server in its configuration file (see section 1.4.2 on page 10)'!.
The user roles have different rights to request data or to command orders. Each remote user plays a

"'The following is taken from the "Habilitation" thesis of A. Neidhardt, which will be published soon.
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dedicated role, which is assigned to him statically during the whole time of access. With these static
roles the access control can be arranged like a pyramid. The most users have only a few rights, e.g to
read the current states or observation data. Then role by role the number of rights increase, while the
number of users with these rights decrease. Each user on a higher level has the rights of the previous role
definition plus additional permitions. Finally there are only a few users (or better only one user), who
have superuser rights, to change the system itself. Following roles are possible:

Static Dynamic
Roles Roles

/\ \ Observer |:|
/ Notifier [ Notifier D D

/ Scheduler

/ Agent

\ \ / Operator—<£perator ‘ ‘

/ \ \/ Supervisor Operator ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘
u\/ Superuser ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ -

Read Chat Schedule Adapt Control System
(drudg) (attenuation) change

Role change

|

——

P
Number of users

Figure 1.27: The user roles and their rights.

1. Observer role: An observer is the role with the least rights. He is just allowed to request data
from the current observation. He cannot send any orders and is even not able to participate in chats
with the other users. In principle he is just a passive listener.

2. Notifier role: The notifier is an observer with the additional right, to participate at the chat or to
set some indicator values, to notify other users about critical states or about necessary changes.

3. Scheduler role: A scheduler is a notifier, which can change observation schedules. He has no
direct access to the control or to the controlled sub-system, like connected hardware. But he can
change parts or the whole sequence of commands in an observation schedule, to optimize the
observation. These changes have an indirect impact to the controlled devices, when the commands
are processed. But the commands are mostly procedures with sub-commands, where the required
safety of the system is managed. This means that schedulers can’t break the system safety with
their changes, if locally is everything in a safe state.

4. Agent role: An agent is a scheduler with the additional possibility to change dedicated system
parameters on-the-fly, which have no direct influence to the hardware safety. An example are
attenuations, band widths are sampling rates in the back-end equipment of the VLBT system.

5. Operator role: The operator is the first role, which can get access to controlling functionalities
of the system. He has all rights of an agent and additionally the possibility to send all necessary
commands, to run the complete system, if he got the permissions from a local responsible operator.
Therefore control rights are just temporarily for him.
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6. Supervisor role: The supervisor is an operator, who has the rights to control the system perma-
nently. Usually personnel staff at the telescope uses the supervisor role.

7. Superuser role: The superuser has all supervisor rights and is therefore usually a member of the
telescope staff, but is additionally a user with root rights on the controlled system.

=

User 1 Server User 2
sy esu eoper
l’superuser) (notifier)
:’a Push role
{ VU change button
Step 1:
REQUEST
@ Request role change i
{
@ Request change of role and become an observer?
| a4
No VQB_
Send role change request to server
Verify|
Step 2 request Reply OK/NOK
ACCEPT Jnform active operators about request |
© Accept Role Change
» Do youaccept?
v
No Yes
Accept role change .
Reply OK/NOK ] Verlty
| ¢—————— DY request .
d Step 3:
| __ Inform requestor about accept _ |
CONFIRM
@@ ‘esu’ has accepted your request. Please confirm!
No Yes%
Confirm role change
. Verify,
U7 request Reply OK/NOK
Change active operator
| __ Inform requestor about change _ ,{ ¥
0 You are now an active operator
R DKQ
esu eoper
(superuser) (operator)

~ Userstatus
User name Role
esu superuser

¢ eoper operator

-1 Userstatus
User name Role
esu superuser

./ eoper operator

2

el

Figure 1.28: The three-way-handshake to change the dynamic role of a remote operator.

Additionally there is one role, which requires a separate viewing: the operator role. This is the role
for all remote operators, who do not belong to the staff of the telescope. To avoid accidental interactions
to the system by foreigners, which would be a safety risk, the remote operators just get temporary access
to the whole functionality. Only when they really need to control the system, e.g. if they take over a
remote shift from another observatory, a local operator gives them the permission to access the control
functionality. This permission is only for that task of remote control, includes all necessary authoriza-
tions and can be revoked again by local staff. There is only one permitted remote operator with the
control rights at a time. Without the permission the operator is just a notifier.
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The handover of the control rights follow a dedicated work-flow, which is comparable to a three-way-
handshake in the TCP . It forms the three-way-handshake to request remote access rights for control (see
fig. 1.28). An operator, who has just notifier rights because of his dynamic role, requests the control
rights by pushing the request button in the GUI . It opens the request dialog, where the operator can
send the request or cancel it. The request is registered by the server on the controlled machine, where the
NASA Field System is controlled. Immediately after the registration of the request all users with higher
rights (who are supervisors or superusers and therefore members of the local staff or who are currently
registered remote operators) receive a message to inform them about the request. It opens a dialog on
each of these user machines, where they can accept the role change. If one of the users with higher rights
accepts, a message is sent to the server. It releases the request dialog on all machines and sends a mes-
sage to the operator, who requested the role change, to ask for a confirmation. Only if he confirms this
message in another dialog, the server processes the role change and all users are informed about the new

owner of the rights with the *¥ symbol in front of his name. Nevertheless each supervisor or superuser
can revoke the permitted rights from a remote operator with one step, by pushing the role change button,
so that local staff can immediately interrupt the remote control, e.g. in case of an urgent return (no hard
emergency is supported).

1.5.9 The "Status monitor'' display

The "Status monitor" display is an equivalent of the display of the regular NASA Field System (see fig.
1.29).

(=] Status Maonitor

WETTZELL 2013.129.2058.05 UT TEMP 173C 3c418 1
MODE RATE 21:01:35 NEXT HUMID 71.3% RA 20h38m 37.03s
m 16.0 SCHED=r4584wz LOG=rd4584wz PRES 943.1 mb DEC51d19m (2000)
TSY5: IFA IFB IFC IFD CABLE 0.000319s AZ 38.7821 EL 249188
42 90 34 0

MO CHECK: w15 fmrx

Figure 1.29: The "Status monitor" display.

The display shows:

e on the first line: the station name, the current time, the current temperature, the current radio source
name and the slewing status

e on the second line: the time of the next operation, the current humidity and the current right
ascension

e on the third line: the current mode, rate, schedule name, log file name, the current pressure, the
current declination and the year of the used reference frame

e on the fourth line: the cable delay, the azimuth pointing position and the elevation pointing position
e on the sixth line: the system temperatures of the intermediate frequencies

e on the seventh line: the shortcuts of the monitored devices

For more details see the manual of the NASA Field System.
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The "'Logging and Operator Input' display

=] Logging and Operator Input
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2013.129.20:50:47.14/mk5/!status? 0 : 0x00300001 ;

e S o el

o Tahsebaeols] Logging and Operator Input

2013.129.20:50 | e ERROR % = %
2013.129.20:50 0 ® 4 S | REMOL S =
2013.129.20:50 =
2013.129.20:50
2013.129.20:50
2013.129.20:50
2013.129.20:50
2013.129.20:50 =] Logging and Operator Input
2013.129.20:50
2013.129.20:50 7 | 4\ ERROR (¥ % Remote £ ®
%ggigg;ggg 2013.129.19:54:17.20;" Remote access: u:e‘\ alias 'neidhardt’ logged out
2013.129.20:50 2013.129.19:54:17.20;" Remote access: user dhardt’ (alias ‘neidhardt’) logged in
2013.129.20:50 2013.129.20:30:43.06:" Remote access: user with alias 'neidhardt’ logged out
2013.129.20:30:43.07;" Remote access: user 'neidhardt’ (alias 'neidhardt’) logged in

i

K vH-)\;}/L

Figure 1.30: The three different static filter tabs of the "Logging and Operator Input" display.

The "Logging and Operator Input" display shows the log file output and the outputs of different
pattern filters. Additionally it is the place, where the operator can enter his commands, which are then
sent to the server and processed by the NASA Field System. In the standard setup the display offers three
different tabs with the output of the static filter patterns (see fig. 1.30):

1. the log file output (currently, only the log file content is printed and local outputs of the NASA
Field System to the standard output of the terminal are not available), which shows the latest 1000
lines of the last log entries

2. the error filter, where only the error, warning and alert messages appear

3. the remote control messages filter, where all e-RemoteCtrl relevant status messages appear

In addition to the static filters, the operator can define own dynamic filters, by clicking onto the loupe

-4

button (= filter button). It opens an additional input field, where a text pattern can be entered. After
pushing the return button, an additional tab is opened, where only the filtered information appears (see

fig. 1.31). The tabs can be closed again by pushing the () button.

The display is also used, to send commands to the NASA Field System. The commands can be en-

tered into the text field behind the £ sign and must be confirmed by pressing return. Allowed are all
known NASA Field System commands and the defined station commands on the Field System machine.
Only these commands, which open a local display on the remote NASA Field System machine should be
avoided or are directly blocked by the server. Additionally all entered commands are registered in a com-
mand history. Clicking into the command text box and pushing the up/down arrow keys on the keyboard
allows the manual selection of historic, already entered commands. Using the list button behind the text
box opens the history command list, in which a previous command can be selected with the mouse or
with the arrow keys (see fig. 1.32). Internally, the last 50 commands are stored (even if the program is
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| £ G| A ERROR [5)| % Remote )| @ 20k x|
2013.129.19:57:46.60/n/1E(20K),on,a,on,on,on,off locked,19.93
2013.129.20:03:39.60/n/1E(20K),on,a.0n,on,on,off,locked,19.79
2013.129.20:07:02.60/n/1E(20K),0n,a,0n,0n,0n,off locked,19.86
2013.129.20:14:19.60/n1E(20K),0on,a,0n,0n,0n,off locked,19.65
2013.129.20:17:32.60/n/1E(20K),0n,a,0n,0n,0on,off,locked,19.72
2013.129.20:24:53.60/n/1E(20K),0n,a,0n,0n,0n,off locked,19.86
2013.129.20:29:49.60/n/1E(20K),on,a,0n,on,on,off locked,19.72
2013.129.20:34:20.60/n/1E(20K),on.a,on.on.on,off.locked,19.65
2013.129.20:37:36.60/nJ1E(20K),0n,a,0n,on.0n,off locked,19.72
2013.129.20:46:34.60/n/1E(20K),0n,a,0n,0n,0n,0ff locked,19.58
2013.129.20:48:19.60/n/1E(20K),0n,a,0n,0n,0n,0ff locked,19.65
2013.129.20:53:23.60/n/1E(20K),on,a,0n,0n,on,off locked,19.51
2013.129.20:57:40.60/n/1E(20K),on,a,0n,on.on,off locked,19.58

T

O\ZOK‘/ N
£ =)

Figure 1.31: The usage of additional, dynamic text filters.

=) Logging and Operator Input
T @ AERROR (@ ‘2 Remote [

[ STt/ U:5: 152071 : //14:53:35:3/:3:0:0:
2013.129.20:50:47. 14lmk5l'get stats? 0:6:152112:7657:57:38:42:2:0:0:
2013.129.20:50:47.14/mk5/!get _stats? 0: 7:152101:7667:54:40:34:2:0:0:
2013.129.20:50:47.14/mk5/!status? 0 : 0x00300001 ;
2013.129.20:50:47.46/cable/3.19472E-04
2013.129.20:50:48.15/gps-fmout/2.709E-05
2013.129.20:50:48.23/onsource/TRACKING
2013.129.20:50:48.76/form/m,16,1:2,0ff,.3,pass,41,0x20,0kay
2013.129.20:50:48.76/relheight/T1,T2,T3,T4,L5/ No new values for antenna heights
2013.129.20:50:48.77:scan_name=129-2053,r4584,wz,123,133
2013.129.20:50:48.77:s0urce=1357+769,135755.37,764321.1,2000.0,cw
2013.129.20:50:49.07:checkmk5
2013.129.20:50:50.25/scan_check/17,r4584_wz_129-2048,mark4,32,2013y129d20h47m56.17255,170.85,8.000000,0
2013.129.20:50:50.25/mk5/!get stats? 0: 0 : 152015:7964:68:66:26:3:0:0:0:0K;
2013.129.20:50:50.26/mk5/!status? 0 : 0x00300001 ;

2013.129.20:50:50.26:5etupsx

285

Figure 1.32: The input of commands and the usage of the command history.

restarted).

In addition to the standard Field System commands, e-RemoteCtrl defines additional commands.
These are:

o "erc::help=<command>": It opens another display, which shows the known help pages of the NASA
Field System in a HTML version. Additionally all defined HTML help pages in the e-RemoteCtrl
server can be requested (see fig. 1.33).



36

CHAPTER 1: USER MANUAL

erc:help=wx

2013.14
2013.12
2013.13
2013.14
2013.12
2013.13
2013.14
2013.12
2013.13
2013.14
2013.12
2013.13
2013.13
2013.12
2013.13
2013.13
2013.12
2013.13
2013.13
2013.12

wx - get current weather parameters
Syntax: wx
Response: wx/temp,press,humid,speed,direction &

Settable parameters: none

Monitor-only parameters:
temp current temperature, degrees C.
press current barometric pressure, mbars.
humid current humidity, %.
speed current wind speed, meters/second
direction current wind direction, degrees of azimuth

Comments:
The standard version of this command is designed to report met parameters from
either a CDP or MET3 met sensor. Wind information is only reported for MET3 -

| g ercizhelp=wx |:||E||;||%||E|@

Figure 1.33: The help command.

o "erc::sy=<command>": This is the replacement of the system command functionality, known from
the NASA Field System, which opens a SSH connection to run a remote command in a shell on the
Field System computer, which display is forwarded to the client machine, on which the operator
started the command. The shell output of the started program appears in an additional tab of the
"Logging and Operator Input" display, similar to the output of search filters (see fig. 1.34).

= Legging and Operator Input

] | 4\ ERROR [@| *= Remote | B ercisy=ls [ | ®

bin

neidhardti@127.0.0.1's password: =

Linux rtwl 2.6.26-2-666 #1 SMP Mon May 11 19:00:59 UTC 2009 i686

The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in fusr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.

Last login: Thu May 9 20:30:42 2013 from 141.74.4.18
E==m1]0;neidhardt@rtwl: ~EE=mneidhardt@riwl:~% Is

Ezm 0;neidhardt@riwl: ~EEegneidhardt@riwl:~%
Ez=m1]0;neidhardti@riwl: ~E=mneidhardti@riwl:~%

pagfressy=ts |;@u;u%@|@

Figure 1.34: The system call command.

e "erc::checklist=before", "erc::checklist=during" or "erc::checklist=after": These commands allow to
open checklists, which are defined in the configuration file of the server (see section 1.4.2 on page
12). The checklists are defined to check activities before, during and after the observation. The
checklists are usually opened automatically, according to dedicated patterns in the log file or after
defined time intervals. But with the command they can be activated on demand by the operator.
Alternatively, the checklist button can be used, which opens a drop-down list with the commands,
where one can be selected with the mouse (see fig. 1.35).

Note: The input of commands is only allowed for users, having the necessary rights. In the case that
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-/ Logging and Operator input
) = AERROR [ % Remote G
2012.25120.36:22.74;" Remote access: uscr neloharde (olos neldhardt) loaged In
meight

2012.29120:36:56 58: Command from ' rel
15/2012-10-17 20:36 1532 19.90 2156 15.99 0453
nardt' re height
=1 Checklist "Before observation”

®
291 20:37:05.4 7/relhe ightT1,T2,T3.T4,L5/2012-10-17 20:37 1532 19.90 2155 15.98 -0.453
201229121/29:31.09;* Command from neidhardt  wx

:29:3L0%wx Operator name: 2
201229121 29:31 09/Wx/11.7,945.060.7
Question(s) Answer OK/NOK.
System: ACU on remote mode
System: ACU ok, no interlocks active
System: Pointing tested and ok withsource (enter used source) YA
system: Cable delay ok

erc checklistaduin * e System: Dewar temperatures and preassureok
paere:chectistaduring RIS ¥s P E

erc::checklist=before
erc:xy ~eklist=durir
R arter |

System: Tsyslooking ok

goser o (enter used maser)

(Wettzell to UT(Maser) n usec (enter value@day/time)

Time: Delt2gNettzell) to UT(TAC2) in usec (enter value@day/time)

RRRRK

Time:FieldsystSilkime aggrees withstation time (fmset)
- Logging and Operator Input
Marks: Software Piin

[ ®|AERROR G *Remote @ - <
2012.291.21:29:31.09/wx/11.7.945.0.60.7 o Marks: Time corregt (ntpq)
2012.291.21:34:06.05;" Comment from 'neidhardt': * CHECKLIST(B): Checklist "Before observation™ Marks: Record te K
2012.291.21:34:06.05:" Comment from 'neidhardt’s * CHECKLIST(B): Sent by neidh (user alias: neidhardt) larks: Record tegfol
2012 291 21:34:06.05:" Comment from 'neidhardt': * CHECKLIST(B): System: ACU on remote mode NOK

2012.291:21:34:06.05:" Comment from 'neidhardt's * CHECKLIST(B): System: ACU ok, no Interiocks active NOK PRGN e e )
2012.29121:34:06.05:" Comment from ‘neidhardt's * CHECKLIST(B): System: Pointing tested and ok with source (enter used source) ec entervanof pack)

NOK

2012.291.21:34:06.05;" Comment from 'neidhardt’: * CHECKLIST(B): System: Cable delay ok NOK

2012 291.21:34:06.05;" Comment from 'neighardt': * CHECKLIST(B): System: Dewar temperatures and preassure ok NOK
2012.291.21:34:06.05;* Comment from 'neidhardt': * CHECKLIST(B): System: Tsys looking ok NOK
2012.291.21:34:06.05;" Comment from 'neidhardt’: " CHECKLIST(B): Time: Maser ok (enter used maser) NOK
2012.291.21:34:06.05;* Comment from ‘neidhardt': * CHECKLIST(B): Time: Deita in usec (ent

R ted if necessary and enoughspace

RRNRK

leteorology: "eather conditions ok (enter short meteorological report)

@
time) NOK Start-email sent
2012.291.21:34:06.05;" Comment from 'neldhardt’: * CHECKLIST(B): Time: Delta to UT(TAC2) In usec (enter @day,

time) NOK

=l Additional Notes

2012.291.21:34:06.05; Comment from 'neidhardt': * CHECKLIST(B): Time: Field system time aggrees with station time (fmset) NOK
2012.291.21:34:06.05;" Comment from 'neidhardt': * CHECKLIST(B): MarkS: Software running NOK

2012 291.21:34:06.05; * Comment from 'neidhardt’: * CHECKLIST(B): Mark5: Time correct (ntpq) NOK

2012 291.21:34:06.05;* Comment from 'neidhardt': * CHECKLIST(B): Mark5: Record test ok NOK

2012.291.21:34:06.05; Comment from ‘neidhardt’: * CHECKLIST(B): Marks: 8-pack inserted, activated, empty and/or with enough

uring vk 5@ kl:/l

Figure 1.35: The checklist command.

an user without the required permissions tries to send a command, it will be rejected and nothing happens.

On the right lower corner of the display are additional buttons, which support dedicated operator

functionalities (see fig. 1.36):
@ [/
[ -
IH 11 11 "J\I-* I | |.

Figure 1.36: The control buttons of the "Logging and Operator Input" display.

o The first button opens a file system dialog, where a filename can be entered, to which the complete
current content of the log file in the display is written to.

e The second button opens a file system dialog, where a filename can be entered, to which the content
of the log file in the display is permanently recorded to (then the light turns to bright red).

e The third button opens the already described search pattern matching line.

o The fourth button activates the sound for alarms ("beep") according to the definitions in the server
configuration file (see section 1.4.2 on page 12). If the sound is on, a green check-mark will appear
on the right, lower corner of the bell-symbol.

o The fifth button activates the checklist drop-down list, as already described.

1.5.10 The "MKS Capacity' display

The "MKS Capacity" display is an equivalent of the display of the regular NASA Field System, if it is
opened with the classic view (see fig. 1.37). It shows the status of the two 8-packs in the Mark5 recording
system with the 8-pack number (VSN), the remaining recording time, the remaining recording space, the
filled volume in percent and the time of the last check.
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=] M5Capacity
VSN Time GB %  CheckUT
A USN-0021 33h54m 3905.586 97.6 21:01:42
B 21:01:42
History Choosedisc for printing
Days:|3 - [:J| Print |

Figure 1.37: The classic view of the "MKS5 Capacity" display.

The display additionally offers a more graphical view of the Mark 5 with pie charts (see fig. 1.38).
The operator can individually switch between those two views, using the small tabs in the lower left

Classic FS View '* W Graphical View)

corner of the display (

=] M5Capacity

AUSN-0021 3905586 GB B

D 97% free @ 0% free
() 3% used @ 0% used

Check : 33h54m e Check : :

MNext : 21:01:42 | = | MNext : 21:01:42 | = |
=

History Choose disc for printing

Days:|3 3 t“ Print |

Figure 1.38: The more graphical view of the "MKS5 Capacity" display.

The display also allows the printing of labels for the 8-packs, similar to the command "drudg
<logfilename>". To print a label for a dedicated experiment, it is necessary to select a number of
days in the log file history filter on the lower left side of the display. After this filtering it is possible to
select a log file from the drop-down list (only log files in the NASA Field System folder "/usr2/log/"
are shown). By pushing the print button on the right, the label is printed on location of the NASA Field
System machine. The complete process is shown in fig. 1.39.
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=) MSCapacity

A USN-0021

@ 96% free
QO 4% used

3845415 GB B

@ 0% free
@ 0% used

Check : 33h22m o Check : :
Next : 21:48:55 = Next : 21:48:55 ]
=J
History  Choosedh
Days ;‘ 4 *| EELTEEE
eurl23wz.log
SysMon i13126wz log
Chat i13127wz.log
(+) Configure i13128wz.log

i13129wz.log

r4584wz.log
station.log

xx.log
T —

Figure 1.39: Printing labels with the "MKS5 Capacity" display.

1.5.11 The "SysMon" display

=) SYSMER
| SystemTemperature | MonPCal |
42.260223 (IF1) 89.653546 (IF2)
33.641411 (IF3) 0.000000 (IF4)
Freq Ts-U Ts-L

1 132.99 46.471039 0.000000

2 172.99  46.504917 0.000000

3 272.99  41.912060 0.000000

4 43299 36.563999 0.000000

5 152.89  35.461498 0.000000

6 272.89  33.188927 0.000000

7 332.89  36.770126 0.000000

8 352.89  34.464069 0.000000

9 205.99 63.283962 0.000000

10 22599 71.181709 0.000000

11 34593 76.432465 0.000000

12 37599 74.503700 0.000000

13 32599 B2.555138 0.000000

14 34593 84.159836 0.000000
(]

=

Figure 1.40: The "System Temperatures" tab of the "SysMon" display with the classic view.

The system monitoring display "SysMon" shows all system relevant system states. This includes the
system temperatures and the phase calibration data (MonPCal) from the NASA Field System, which are
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displayed in the same way as in the Field System, if the classic view is selected (see fig. 1.40). It shows
the set frequencies and the system temperatures of the upper and lower band of the 14 video or baseband
converters. Additionally the system temperatures of the four intermediate frequencies (IF1 - IF4) are
shown.

The display additionally offers a more graphical view of system temperatures with a plot of the tem-
perature values over time (see fig. 1.41). The operator can individually switch between those two views,

. . . Classic FS View #» <& Graphical View
using the small tabs in the lower left corner of the display ( .

After selecting the graphical view, the display for the system temperatures is split into two parts: the
output selection panel on the left and the output plot on the right. All possible system temperatures can
be selected for plotting in the selection panel. All selected channels appear as plot line in the right plot
panel. The different outputs can be differed by its assigned colors.

To enable a better view on the graph, it can be expanded to the complete width of the display, using

=

the expanding button
button - == (see fig. 1.41).

. The view can be shrunken again to the original situation, using the shrink

— SysMon
SystemTemperature = MonPCal

Frequ System Temperature

1 91.541924 000000

20

95.938¢

000000

112

4 78.801849

5 77.161125
6 71890366 | @  0.000000
77508957 [ @  0.000000

0.000000
9 103.305649 0.000000
10 114.767143 0.000000

11 122.479103

=) SysMon
UL SystemTemperature | MonPCal

System Temperature

oecoOOO®@E@eO®O®OO0OOF
e 0O O®COO®OO0CEE® T

o
i

0.000000

~
¥4
M
&
&
&
&
&
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&
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Figure 1.41: The "System Temperatures" tab of the "SysMon" display with the graphical view.
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In the expanded view it is possible to manipulate the plotted graph. With the slider on the right (see
fig. 1.41), the operator can individually zoom into the graph. If it is necessary to select a dedicated
interval in time or in the values, the x- and the y-axis can be limited with a minimum and a maximum
value, after the individual option is selected (see the setting elements on the left of the zoom slider).

The display also offers the output of station specific, individual system monitoring data in text and

HTML format. The station specific system monitoring output can be opened with the “=| button. This
opens an additional window with the station specific outputs (see fig. 1.42). Each individual, station
specific monitoring point is represented as one single tab. The programming of such individual system
monitoring points in the e-RemoteCtrl server is explained in section 2.1 on page 46. If no station specific
monitoring point is programmed, only the demo output with the Unix time of the NASA Field System
computer is available.

® SysMon Data

CurrentTime RelHeight [

Relative telescope height
2012-02-29 15:08:05

|Sensc|r |Va|ue |Unit

|Rel. height |-1.286 [mm

[Templ (1401 |deg.C
[Temp2z (1379 [deg.C
[Temp3  [950 |[deq.C

[Tempa  [14.76 |deg.C

Figure 1.42: The output of station specific system monitoring points with the example of the relative
height and radio telescope tower temperatures at the 20m radio telescope Wettzell.

The ""Chat" display

The "Chat" display can be used, to communicate with other operators of the same system. It consists of
a text panel with all received chat messages as communication log. Messages can be sent, by entering a

text messages behind the > sign. A message is sent after pressing the return key on the keyboard. With
the check box behind the text field for the message input, the sent messages can also be added to the log
file. Usually this box is activated, as all messages should also be logged like in a "flight recorder” of an
aircraft. For the short periods of a "private" communication, the writeing to the log file can be deactivated.

Each time a new message is received, a sound is released to notice the message arrival to the operator.
Each message in the communication text panel starts with the user name, from whom the message comes
from. Own messages are in blue color and the user name is marked with an "*".

Local operators in front of the classic NASA Field System can also participate to the chat. If they
enter a comment with the structure "" erc::chat: <chatmessage>" the server filters the text mes-
sages and sends it to the chat display with the user name "oper«local»" (see fig. 1.43). Entering chat
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= Gt
[neidhardt*] Hi
[oper=<local==]Hi
[neidhardt*] Please check the printer
[neidhardt*] | printed the new schedule plan
[oper<<local==] ok
[oper<<local=>]got it

’ | v I13\|3|3|2n|:l tolog &

Figure 1.43: The "Chat" display.

messages in that way to the remote display is not permitted, so that those messages are not committed.

1.5.12 Close a connection

The connection can be closed by collapsing all of the control displays with the "+" in front of the display
names or by removing a control tab for a dedicated telescope (see section 1.5.6 on page 28).

1.5.13 Starting of shell programs with the defined shortcuts

=) Configirg
RPC-Clients RPC-Server = SSH | Hot-KeyTable | Appearance
Command Hot Key 0 Reload

Jusr2/fs/bin/monpcal CONTROL + SHIFT + V D Edit
[usr/bin/xterm -e fusr2/fs/bin/pfmed CONTROL + SHIFT + p D Save
Jusr/bin/xterm control + shift + x [_]

k Append
fusr2/prog/eremo i/bin/ercd Jusr,

Jusr/bin/nedit
Stations | [JrtWextern

WETTZELL( station )

) Userstats Tty
: fon
W 013.165.20.34 58 UT
WL L ow| shitl x
. T ——iiieee | I

TSYS: IFA IFB IFC IFD

44 80 35 0

NO CHECK: v1 v2 V3 vé V5 v6 v7 v8 V9 v10 v11 v12 v13 wld V15 if fmci3

+ Logging and Operator Input
(3] Antenna control unit

neidhardt@rtw1: ~

neidhardertuls s ‘

Figure 1.44: The procedure to start a program in a remote shell.

After defining shortcuts in the configuration of the GUTI client, it is possible to start commands in
a remote shell. Click onto one of the control displays and press the defined shortcut key combination
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(see fig. 1.44, where a "xterm" terminal is opened on the NASA Field System machine with the key
combination "Ctrl"+"Shift"+"X" and forwarded to the GUT client machine).

1.5.14 Logging of the round trip delay

This functionality is currently not available.

1.5.15 Automatic adaption of the data transfer volume and automatic reconnections

The data transfer volume is adaptive to the opened displays. By closing one display, no data for that
display is transferred anymore. This can be used to safe bandwidth on weak communication lines, where
only the really needed displays should be opened.

If the data communication is interrupted, the client automatically tries to restart the connection as
long as the data communication is not re-established again and as long as it was opened once before.
If this reconnection does not work, close the connection manually (see section 1.5.12 on page 42) and
restart it again (see section 1.5.7 on page 29).
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Chapter 2

Station programming

Abstract

This chapter describes the programming of station specific parts of the remote control software for VLB T
telescopes. A first focus is on the system specific system monitoring data, which can be injected to the
server and shown on each client.

45
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2.1 Programming of the injection of station specific system monitoring
points

This section is under construction!
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